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C KakabIM rogoM MONOAEKM B UHTEPHETE CTAHOBUTLCA BO/bLUIE, @ LUKONBbHUKM O4HM U3 CaMbiX
aKTUBHbIX Mo/b3oBaTenen PyHeTa. Mexagy Tem, NOMMMO OFPOMHOrO  KOJINYecTBa
BO3MOXHOCTEM, MHTEPHET HeceT M Npobiiembl. ITa NAamMATKA A0/IXKHA NOMOYb Tebe He3onacHo
Haxo4MTbCA B CETHU.

KoMIib10TepHbIC BUPYCHI

KoMnbloTepPHbI BUMPYC — 3TO PA3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm, OTANYUTENIbHOWN
0COBEHHOCTbIO KOTOPOW ABNAETCA CNOCOBHOCTb K Pa3MHOXKeHUIO. B gononHeHue K aTomy,
BMPYCbl MOTYT NOBPEAUTb UIN MONHOCTbIO YHUUTOXUTb BCe palinbl U faHHbIe, NOAKOHTPObHbIE
NoNb30BaTeNt0, OT MMEHW KOTOporo 6blna 3anylieHa 3apa*kEHHaA Nporpamma, a TaKkKe
NOBPeAUTb UAN [aXKe YHUYTOXKUTb OnepaLMOHHY cucTemy co Bcemu daiinamu B Lenom. B
H6ONbLIMHCTBE Cy4aeB PAaCNPOCTPAHAIOTCA BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aIUTHI OT BPEIOHOCHBIX MMPOrPaMM:

* /Icnonb3yn COBPEMEHHbIE OMEepPaunOHHbIE CUCTEMbI, UMEKLME CEPbE3HbINA YPOBEHb
3aLWMTbl OT BPEAOHOCHbIX NPOrpamm;

e [loCTOAHHO YycCTaHaBAMBaW nNayth (uMdpoBble 3annaTkM, KOTOpble aABTOMATMYECKM
YCTaHaBAMBAOTCA C Uenblo A0pabTKM nporpammbl) M apyrme oOHOBAEHMA CBOEW
onepaunoHHoM cnctemol. CKaumsai Mx TONbKO ¢ odnLManbHOro canta paspabotyumka OC.
Ecnu cywecTByeT pexmm aBTOMaTU4eCKoro 06HOBNEHUA, BK/KOUM €r0;

e OrpaHuyb GpM3MYECKMN AOCTYN K KOMNbIOTEPY A1 NOCTOPOHHUX NL;

e lcnonb3y BHEWHMEe HOCUTENU UHPOPMaLUK, TaKMe KaKk dA3WKa, AUCK uan ¢ann ums
WMHTEpPHEeTa, TONbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

e PaboTali Ha CBOEM KOMMbOTEPE MO NPaBamMmM N0/1b30BaTeSA, @ HE aAMUHUCTPaTOpa. ITO
He NO3BOJINT BO/NbLWIMHCTBY BPEAOHOCHLIX MPOTrPaMM MHCTAN/IMPOBATLCA HA TBOEM
NepcoHaNibHOM KOMMbIOTEPE;

* lcnonb3yn aHTUBMPYCHble MPOrpamMmMHble MPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKMM 0bHOBNEeHMEM 6a3;

* He OTKpbIBa KOMMbIOTEPHbIE Paibl, NONYYEHHbIE U3 HEHAAEKHDBIX MCTOYHMKOB. [laxe
Te ¢alinbl, KOTOpble NPUCAAN TBOW 3HAKOMbIN. Jlyylle yTOYHM Yy HEero, oTnpaBaAn AN OH
Tebe ux.

Ceru WI-FI

Wi-Fi —3To He BUA nepeaaym AaHHbIX, He TEXHO/I0MUA, a BCero Nnb 6bpeHa, mapka. Ewe 8 1991
rogy HuaepnaHAcKaa KOMMaHuA 3apernctpuposana 6peHag «WECA», yto o603Havano
cnosocoyeTaHne «Wireless Fidelity», KoTopblii nepeBogMTCA KaK «becnpoBogHaa TOYHOCTbY.
[0 Hawero BpeMeHu aolna apyraa abbpesmnatypa, KoTopasa ABASETCA TAKOM Ke TEXHOJIOTUEN.
310 abbpesmaTypa «Wi-Fin. Takoe Ha3BaHMe ObIIO JAaHO C HAMEKOM Ha CTaHAAPT BbICLLUNA
3BYKOBOW TexHMKM Hi-Fi, 4To B nepeBoge 03Ha4yaeT «BbICOKAA TOYHOCTbY.

HNa, 6ecnnaTHbIM MHTEPHET-AOCTYN B Kade, OTenAX W asponopTax ABAAETCA OTAUYHOMU
BO3MOKHOCTbIO BbIXOAa B UHTEPHET. HO MHOrMe 3KcnepTbl CYMTAOT, YTO obuieaocTynHble Wi-Fi
ceTu He ABNAOTCA 6e3o0nacHbIMM.



CoBeTbl No 6e3onacHocTn pabote B 06weaocTynHbix cetax Wi-fi:

He nepepaBai cBoo nnYHYO MHPOpMaLUuio Yepes obueaocTtynHble Wi-Fi cetn. PaboTan
B HUMX, XXenaTeNbHO He BBOAUTb NAapO/In AOCTYNA, NOTUHbI U KaKMe-To HoMepa;
Ncnonb3y n obHOBNAN aHTUBMPYCHble Nporpammbl M HBpaHamayep. Tem cambiMm Tbl
obe3onacuwwb ceba OT 3aKaYKKM BUPYCa Ha TBOE YCTPOMCTBO;

Mpu ncnonbzoBaHmn Wi-Fi oTkntoum dyHKUM0O «O6WMM A0CTYN K pannam U NnpUHTEPamD.
[JaHHaa yHKUMA 3aKpbiTa MO YMONYAHWUIO, OAHAKO HEKOTopble MoJ/b30BaTeNm
aKTUBMPYIOT €€ anA yaobcTea cnonb3oBaHma B paboTe nnm yyebe;

He ncnonbsym nybamnuHbin WI-Fl gna nepesayumn AMYHbIX AaHHbIX, HANPUMepP 411 BbIX04a
B COLlMA/IbHbIE CETU U/IN B SNEKTPOHHYIO NOYTY;

Ncnonb3y ToNbKO 3almeHHoe coegnHeHue Yyeped HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBOAN MMeHHO «https://»;

B mobunbHom TenedoHe oTkAouM GyHKUMo «lMogkntoueHne kK Wi-Fi aBTomaTU4ecKku».
He ponyckanm aBTOMaTU4ecKoro noakatoveHusa yctponctea K cetam Wi-Fi 6e3 TBoero
cornacwus.

ComuajbHbIe CeTH

CounanbHble CETU aKTUBHO BXOAAT B Hally »KM3Hb, MHOTME NoAM PaboTaloT U KUBYT Tam
nocToAaHHO, a B Facebook yxe 3apernctpMpoBaH MUAAMAPA, YeNoBeK, YTO SBNASETCA OJHOM
ceibMOl BCeX XuTenen naaHetbl. MHOrMe nNo/sb3oBaTeNIN HE MOHUMALOT, YTO UHPOopPMaLUSA,
pa3melLLeHHas UMK B COLMaNbHbIX CETAX, MOXET ObITb HalAeHa U UCNOJIb30BaHa KeEM YrogHo, B
TOM umncne He 0653aTeNnbHO ¢ 61arMMmmM HamepeHUAMM.

OcHoBHble coBeTbl N0 6€30MacHOCTU B COLMUANbHbIX CeTAX:

OrpaHunYb CNUCOK Apy3en. Y Tebs B Apy3bax HEe AO/IKHO ObITb CyYaMHbIX M HE3HAKOMbIX
noaewn;

3awmLan CBOK YaCTHYHO M3Hb. He yKa3biBan naponun, TenedoHsbl, agpeca, gaty TBOEro
POXAEHUA U OPYIYIO NMYHYIO MHOOPMALUIO. 310YMbIWIEHHUKM MOFYT MCMNOAb30BaTb
Aarke MHPOpPMaUUIO O TOM, KaK Tbl U TBOM poaUTENN NaHUPYEeTe NPOBECTU KAaHUKYbI;
3awmnuianr CBO penyTaumio - 4ePXKU ee B YUCTOTe M 3adaBain cebe Bonpoc: xoten bbl Thl,
4yTOObI ApYyrMe NoNb30BATENM BUAEN, YTO Tbl 3arpyrKaewb? Mogyman, npexae 4em 4to-
TO ony6/IMKOBATb, HANWCATb M 3arpy3unTb;

Ecnun Tbl roBOpULLb C IIOABMM, KOTOPbIX HE 3HAELLb, HE UCMOJb3YN CBOE PeaslbHOE UMA U
APYrYHO NIMYHYI0 MHGOPMALMN: MMA, MECTO XKUTENbCTBA, MECTO y4ebbl 1 Npoyee;
N36erain pasmelteHna ¢otorpaduin B MHTEpHeETE, rae Tbl M306parKeH Ha MECTHOCTH, MO
KOTOPOM MOXHO ONpeaennTb TBOE MECTOMNOI0KEHME;

Mpwn perncrpaumm B COUMANbHOM CETU HEOBXOAMMO MCNO/Ib30BaTb C/IOXKHbIE NAPOAM,
cocToALwwme n3 6yks 1 LGP M C KONMYECTBOM 3HAKOB HE MeHee 8;

Ona coumanbHOM ceTu, NoYTbl U APYrUX CauToB HEObXoAMMO MCNOb30BaTb pPasHble
naponn. Toraa ecnm 1eba B3OMAIOT, TO 3/I0YMbIWNEHHUKM NOAYYaAT A0CTYN TONbKO K
OZLHOMY MECTY, a He BO BCe Cpasy.



JJIeKTPOHHBIE 1eHbI'H

JNEKTPOHHble AEHbIM — 3TO OYeHb YAO0OHbIN cnocob naaTe)xken, OAHAKO CYLLECTBYHOT
MOLLIEHHWUKN, KOTOPbIE XOTAT NOJIYYUTb 3TU AEHbIU.

JNEeKTPOHHble AeHblN MOABUAUCH COBCEM HEAABHO M MMEHHO W3-3a 3TOr0 BO MHOIUX
rocyZapcreax 40 CUX MOP He NPOMNMCAHO NPO HUX B 3aKOHax. B Poccum ke oHn GyHKUMOHMPYIOT
N O HUX Y»Ke NPOMNUCAHO B 3aKOHE, rae X pasaenstoT Ha HECKO/IbKO BUAOB — aHOHUMHbIE U He
aHOHMMHbIe. PasHMLA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTca NpoBoAUTb
onepauun 6e3 unaeHTUOMKAUMM NONb30BATENA, @ B HEAHOHUMHbIX WAEHTUDUKALNM
nonb30oBaTens ABnAeTcs 06a3aTeIbHOMN.

Takxke cnegyeT pas3nnyaTh 31€KTPOHHbIE PUATHbIE AeHbrM (PaBHbI FOCYAapPCTBEHHbIM Ba/ltlOTaM)
N 3N1EKTPOHHbIe HepUuaTHbIe AeHbIN (He paBHbl FOCYAAaPCTBEHHbIM Ba/1lOTaM).

OcHoOBHble coBeTbl N0 6e3onacHoM paboTe ¢ 3NeKTPOHHbIMU AeHbramMu:

e [lpuBAXM K cyeTy MOOBMAbHbIA TenedpoH. ITO camMbll yAOOHbIA M BbICTPbIA CNOCcob
BOCCTAaHOBUTb A0CTYN K cyeTy. [puBA3aHHbI TenedoH NOMOKET, ec/in 3abyaellb CBOM
NAaTeXHbIN NAPO/ib UK 3alAellb Ha CAluT C HE3HAKOMOTO YCTPOMCTBA;

e lcnonb3yi ogHopa3oBble Naponun. MNocne nepexona Ha YCUIEHHYIO aBTOpU3aLMIO Tebe
Y}Ke He byaeT yrpoxaTb ONacHOCTb KPaku UM NepexsaTa NaaTexXHoro napons;

e Bbibepu cnoxHbI Napob. MNpecTynHUKam byaeT He NPOCTo yragaTb CAOMHbIMA Napob.
Hape)Hble napoin — 3To Napo/in, KOTopble coaep KaT He meHee 8 3HAKOB W1 BK/YatoT
B ceba CTpoYHble M NPONUCHble BYKBbI, UMPbI M HECKONIbKO CMMBO/IOB, TaKMe KaK 3HaK
Aonnapa, yHTa, BOCKAMLATENbHbIV 3HaK U T.N. Hanpumep, StROng!;;

e He BBOAW CBOM /INYHbIE AAHHbIE HA CalTaX, KOTOPbIM HE f0BepAeLlb.

JJIEeKTPOHHAS MOYTA

JNEeKTPOHHaA noyTa — 3TO TEXHOOTMA U MNpenoCTaBAfAEMble €K YCAYrM MO Mnepecblsike U
NONIYYEHUIO 3NEKTPOHHbIX COOBLLEHMI, KOTOpble pPacnpesenArTca B KOMMbHOTEPHOW CETW.
O6bI4HO 3/IEKTPOHHbIN NOYTOBbIM AWMNK BbIrNAAUT cneayowmm obpasom:
UMSA_NOoNb30BaTeNA@uUMA_aoMeHa. TaKXe Kpome nepegavym NPOCTOro TeKCTa, MMeeTcs
BO3MOKHOCTb NepeaasaTtb ¢panbl.

OcHoOBHble coBeTbl N0 6e3onacHou paboTe ¢ 3N1eKTPOHHOMU NOYTOM:

e Hago BbibpaTb NpPaBWU/bHbIA NOYTOBbLIA CEPBUC. B MHTEpHETe eCTb OrPOMHbIN BblbOpP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OA4HAKO Nyylle AOBEPATb TEM, KOro 3Haelb U KTO
nepBbln B PEUTUHTE;

e He yKasbiBal B /IMYHOM MOYTe NUYHYIO MHPOpmaumio. Hanpumep, nydwe BbiOpaThb
«MY3blKaNbHbIN_daHAT@» unm «pok2013» Bmecto «Temalld»;

e Mcnonb3yn ABYX3TAaMNHY aBTOPU3aLMIO. ITO KOrAa MOMMMO NaApOA HYXKHO BBOAMUTb KOA,
npucbliaembiii no SMS;

e Bbibepn CcnOXHbIM Maponb. [NA KaXAoro no4YTOBOro AWMKA AO0/KEeH OblTb CBOM
HaZEeXHbIN, YCTOMYUBDIN K B3/IOMY MapPOb;

e EcAn ecTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOM JIMYHbIA BOMPOC, WUCMNONb3yh 3Ty
BO3MOXHOCTb;



* l/cnonb3y HECKONIbKO MOYTOBbIX ALWMKOB. [lepBbliA A8 4YACTHOM NEepernuckn c
agpecatamu, KOTOPbIM Tbl Z0BepAELUb. ITO 3/IEKTPOHHbIN agpec He HaZo UCNONb30BaTb
npu perncTpaunm Ha popymax u camTtax;

e He oTKpbIBalh ¢aiinbl U Apyrne BAOKEHUA B MUCbMaXxX AaXKe eC/IM OHU NPULLAK OT TBOUX
Apy3en. Jlyyle yToYHU Y HUX, OTNPABAAIN 1N OHU Tebe 3Tu pannbl;

e [locne oKOHYaHMA PaboTbl Ha NOYTOBOM CepBMCE Nepes 3aKpbITUEM BKNALKN C CaliTOM
He 3abyab HaXKaTb Ha «BbINTU».

Ku0epOyJUIMHI WM BUPTYAJIbHOE U31€BaTeJIbCTBO

KnbepbynnuHr — npecnegoBaHue coobleHMAMM, coaeprKalmnmmm ockopbaeHunsa, arpeccuio,
3anyrmBaHue; XyJIMraHCTBO; couManbHOe BOMKOTMPOBAHNE C MOMOLLbIO PA3/INYHbIX MHTEPHET-
CepBMCOB.

OcHoBHble coBeTbl N0 6opbbe c KnbepbynnmHrom:

e He 6pocarica B 60o1. Jlyywmnit cnocob: nocoBeToBaTbCA Kak ceba BeCTU U, eC/in HeT Toro, K
KOMY MOXHO 06paTuTbCA, TO BHa4yane YCNOKOMUTbCA. EcAM Tbl HayHewb OTBeYaTb
OCKOpb/IEHMAMM Ha OCKOPOIEHUSA, TO TONbKO elle 6oblue pa3oXKKellb KOHDINKT;

e Ynpasnsun ceoen kubeppenyTtaymen;

® AHOHMMHOCTb B ceTM MHuMana. CylecTBYlOT CNocobbl BbIACHUTb, KTO CTOMT 3a
aHOHMMHbIM aKKayHTOM;

e He cTOMT BECTM XYIUTAHCKUIA 06pa3 BUPTYasIbHOM KU3HU. UHTEpHET pUKCMpyeT BCe TBOU
AENCTBUA U COXPaHAET UX. YAanuTb ux byaeT KpaliHe 3aTpy4HUTENbHO;

e Cobntoaan cBOM BUPTYasIbHYIO YECTb CMONOAY;

* UrHopupyin eamHUYHbIN Heratue. OAHOpPa30Bble OCKOpOUTENbHblE COOOLLEHNA Nydlue
urHopmpoBsaTb. O6bI4HO arpeccus NpPeKpaLLaeTca Ha HavyanbHOM cTagmu;

e baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMU COOBLLEHUAMM, B COLMAJBbHBIX
CeTAX eCTb BO3MOKHOCTb 6IOKMPOBKM OTMNPaBKM CO0BLLEHNI C ONpeaeneHHbIX afpecos;

e Ecnn  Tbl cBuaeTtenb KubepbynnuHra. TBou  OencTBMA:  BbICTYNUTb  NPOTMB
npecnenoBaTena, MOKasaTb €My, 4YTO €ero [AeWCTBMA OLLEHWMBAIOTCA HEeraTuMBHO,
NOAAEPMKATb }KEePTBY, KOTOPOMN HY)KHA NCUXO/IOrMYECcKas NOMOLLb, COOBLLNTb B3POC/bIM
0 ¢aKTe arpeccMBHOro NOBeAEHUA B CETH.

MoOunabHbIi TeJ1e(POH

CoBpemeHHble cMapTdOHbI U NAAHLWETbI cogep:KaT B cebe BNosHe B3POC/bIM GYHKLUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTaLMOHApPHbIMM KomMNbioTepamu. OAHaKo, cpencts
3aWMTbl A4NA NOAOOHbIX YCTPOMCTB NOKa OYeHb Masio. TeCTUpoBaHUE U NOMUCK YA3BMMOCTEN B
HUX MPOUCXOAMUT He TaK MHTEHCUBHO, Kak ansa MK, To e camoe Kacaetca U MOBUNbHbIX
npunoxxeHnin. CoepemeHHble MObUNbHbIE Bpay3epbl YXKe NPAKTUUYECKU A0THANAN HACTOJIbHblE
aHanory, ogHaKo pacwupeHue ¢yHKUMOHaNa B/evyeT 3a coboi BONbLYD CNOXKHOCTL U
MEHbLUYI0 3alMLUIEeHHOCTb. [lafieko He BCe NpPOoM3BOAMTENN BbINYCKAlOT 0OOHOBAEHMUS,
3aKpbliBalOLWME KPUTUYECKME YS3BUMOCTU AN CBOUX YCTPOMCTB.
OcHoBHble coBeTbl g8 6e3onacHocT mobunbHoro TenedoHa:
e Hwuuero He sBAsieTcA No-HacToAwemy becniaTHbiM. Byab OCTOpOXKEH, BeAb Korga Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAaKMe-TO NiaTHbIe YCAYTu;



e [lymali, npexkae yem otnpaBmtb SMS, dpoTo nnm Buaeo. Tbl TOYHO 3HaELb, FAe OHM byayT
B KOHEYHOM uTOore?

e Heobxoanmo 06HOBAATL ONEPALMOHHYO CUCTEMY TBOETO CMAPTPOHa;

e Mcnonb3y aHTUBUPYCHbIE MPOTrpaMmmMbl 419 MOBUAbHbIX TenedOoHOB;

e He 3arpyXal NpuaoKeHUA OT HEU3BECTHOIO MCTOYHMKA, BeAb OHU MOTYT COAepKaTb
BpeAOoHOCHOEe nNporpaMmHoe obecneyeHue;

e [locne TOro Kak Tbl BblAelWb C CalTa, rae BBOAWA JINYHYIO MHPOPMaUMIO, 3aMau B
HacTpoMnKu 6paysepa u yaanm cookies;

e [leprMognyeckn NpoBepPAM Kakne nnaTHble YCAYrM akTUBMPOBaHbI Ha TBOEM HOMEPE;

e [lasal cBOM HOMep MobunbHOro TenedoHa TONbKO NOAAM, KOTOPbIX Tbl 3HAELWb U KOMY
AoBepAeLb;

e Bluetooth gonKeH 6bITb BbIK/OYEH, KOrAa Tbl UM He NOJib3yelwbca. He 3abbiBant MHOTAA
npoBepATb 3TO.

Online urpel

CoBpeMeHHble  OHMAWH-UTPbl  — 3TO  KpaCOYHble, 3axBaTbiBalOWMe  pa3B/ieYeHus,
0b6beanHAOLWME COTHM TbICAY YeN0BEK Mo BceMy MUpy. Nrpokn nccneayrot AaHHbIA UM MUP,
obLwatoTca Apyr ¢ APYyrom, BbINMONAHAT 3a4aHUA, CPAXKAKOTCA C MOHCTPAMM U NOJIYHatOT ONbIT.
3a yA0BO/NbCTBME OHM NAATAT: MOKYNaloT AUCK, OMNayMBaloT aboHemMeHT nan npuobpetatoT
KaKMe-To onuum.

Bce 3K cpepcTtBa MayT Ha noageprkaHWe U pPa3BUTUE UIPbl, @ TaKKe Ha camy H6e30nacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALLMK, BbIMYCKAKOTCA HOBbIE MNaTuM (LM pOoBbIe 3ani1aTKK AN
nporpamm), 3aKpbIBatoOTCA YA3BMMOCTM CePBEPOB. B Nnog06HbIX Urpax CTOMT onacaTbCA HE CTONIbKO
CBOWX COMEPHUKOB, CKONIbKO KPaXKW TBOEro Naposd, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3auum
H60NbLIMHCTBA UTp.

OcHOBHble coBeTbl N0 6€30MNacHOCTM TBOETo UTPOBOro aKKayHTa:

e Echn gpyron urpok seaet cebs naoxo nnum cosgaet tebe HenpuATHOCTU, 3aBNIOKUpPYM ero B
CMUCKE UTPOKOB;

e [loxanymca agMUHUCTPATOPAM MUrpbl HA NAOXOEe MNOBeAEeHME ITOFO0 UIPOKA, *KenaTesbHo
NPUNOXKNTb KaKMe-To J0Ka3aTeNbCTBa B BUAE CKPUHOB;

® He yKa3biBal MYHYO0 MHPOPMaLMIO B Npodaliie urpbl;

* YBarKal ApYyrnux y4acTHUKOB MO UTpe;

* He ycTaHaBAMBal HeopuuUManbHble NATYMN U MOAbI;

* Icnonb3yi CNOXKHbIE U pa3Hble Napoau;

e [la)ke BO BPEMSA UTPbl HE CTOUT OTKAOYATb aHTMBMPYC. [TOKa Tbl UrpaeLlb, TBOM KOMMbIOTEP
MOTYT 3apa3unTb.

OUIIMHT UJIH Kpazka JUIHbIX JAaHHbIX

O6bIYHOM Kparkel AeHer U AOKYMEHTOB CErogHA Y*Ke HUKOro He yamsufiub, HO ¢ pas3BUTUEM
MHTEPHET-TEXHO/IOTUIA  3/I0YMbILWNEHHUKN NEPEeMeCcTUINCb B WHTEPHET, W NPOAONKAOT
3aHMMaTbCA «1OBUMbIM» AenoM. Tak NoABMIaCb HOBas Yrpo3a: MHTEPHET-MOLLIEeHHMYecTBa
MAN QULIUHT, TNaBHasA LEeNb KOTOPOro COCTOUT B MOAYyYeHUU KOHPUAEHUMANbHbIX AaHHbIX



no/sib3oBaTenen — NOrnmHoB U Naponen. Ha aHraMmnckom asbike phishing untaerca Kak GUWKNHT
(ot fishing — pbi6Han nosna, password — naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ puwmHrom:

e Cnean 3a CBOMM aKKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblna B3nOMaHa, TO
Heobxoanmo 3ab610KMpoBaTb ee N CO0bLWMTb aAMMUHUCTPATOPAM pecypca 06 3TOM Kak MOXHO
cKopee;

e \cnonb3yn 6e3onacHble Be6-canTbl, B TOM YNC/E, UHTEPHET-MArasMHOB M MOUCKOBbIX CUCTEM;
* /IcNoNb3yn CNOXHble M pa3Hble naponu. Takmum obpasom, ecnn Teba B3nOMaloT, TO
3/10YMbIL/IEHHUKM NOAYYaT A0CTYN TONbKO K 04HOMY TBOEMY NPOPU/IO B CETU, @ HE KO BCEM;

e Ecin T1eba B3nOManu, TO HeobxoaMMO npeaynpeanTb BCEX CBOWMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B 4py3baAx, 0 TOM, 4To Tebs B3nOManu 1, BO3MOXKHO, OT TBOEro UMeHu byaet
paccblIaTbCA CNaM M CCbIJIKM Ha PULLMHIOBbIE CalTbl;

* YCTaHOBW HagexHbl naponb (PIN) Ha MobunbHbIN TenedoH;

e OTKNOYM COXpPaHeHuMe napons B bpaysepe;

e He oTKpbIBai ¢ainbl U apyrne BAOXKEHUS B MUCbMAX OaKe eCAM OHW MPULAN OT TBOUX
Apy3en. Jlyylie yTOYHU Y HUX, OTNPABAAIN N OHU Tebe 3Tu pannbi;

Hudposas penyranus

LUndpoBas penytauma - 3TOM HeraTMBHaaA WAM NO3UTUBHAA MHPopmaumsa B ceTn o Tebe.
KomnpomeTtupytowana nHpopmaumna pasmelleHHasa B UHTEPHETE MOXKET Cepbe3HbiM 0bpaszom
OTPa3nTbCA Ha TBOEM peanbHOM KU3HW. «LindpoBan penytauma» - 3T0 TBON MMUAXK, KOTOPbIN
dbopmupyetca ns nHpopmaummn o tebe B MHTEepHeTe. TBOE MECTO KUTenbCTBa, y4ebbl, TBOE
$MHAHCOBOE MOJIOXKEHUE, OCODOEHHOCTM XapaKTepa M pacckasbl 0 6AM3KMX — BCe 3TO
HaKan/aMBaeTCA B CETH.
MHorve nogpOCTKM NErkOMbICNEHHO OTHOCATCA K Nyb6auMKauuu AnvHor wuHdopmaummn B
NHTepHeTe, He NOHMMaA BO3MOXKHbIX NOCNeACTBUIA. Tbl faxKe He CMOXKeLLb A0raAaTbCA O TOM,
yTo doTorpadun, pasamelleHHan 5 neT Ha3az, CTana NPUUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.
KommeHTapum, pasmelleHune TBonx ¢otorpaduin n gpyrme AemcTBusa MOTYT HE CYE3HYTb AaxKe
nocsne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HAELWb, KTO COXpaHWUA 3Ty MHGOopMaLLMIo, nonana nu
OHa B MOWCKOBbIE CUCTEMbI M COXPaHWMAACb NM OHA, a NABHOe: 4yTO nogymatoT o Tebe
OKpY)KatoLLlee Nogu, KoTopble HarnayT 1 yBnAAT 3To. HalTn nHPopmaumo MHOTo neT CcnycTs
CMOXKeET ntobo — Kak 13 gobpoix NobyKAEHUN, TaK U C HAMEPEHNEM NPUYNHUTL Bped. ITO
MOXKET bbITb KTO YyrogHo.
OcHoOBHbIe coBeTbl NO 3awuTe uMppPoBOM penyTauum:
e [logymaii, npexae 4Yem 4to-TO NybanKoBaTb M nNepepasatb y ceba B 6aore mnam B
COLManbHOM CeTu;
e B HactporKkax npodunsa ycTaHOBM OrpPaHMYEHMs Ha NPOCMOTP TBOEro npoduaa u ero
COAEPKMMOro, caeniaih ero TONbKO «ANA APY3eN»;
e He pa3mellal 1 He yKa3biBali MIHPOPMALMIO, KOTOPAA MOXKET KOro-nmbo ockopbasaTb nnu
obuxartb.



ABTOpPCKOE MPaBo

CoBpeMeHHble LIKOJIbHUKM — aKTMBHble MO/b30BaTeNn UMPpPoBOro npoctpaHctea. OgHaKo
[1a/IeKO He BCe 3HAIOT, YTO NOJIb30BaHME MHOIMMW BO3MOMKHOCTAMM LndpoBOro mmpa Tpebyer
cobtoAeHMA NPaB Ha UHTENNEKTYa /IbHYI0 COOCTBEHHOCTb.

TepMUH  «UHTENNEeKTyaslbHaa COBCTBEHHOCTb» OTHOCUTCA K  Pas/iMiHbIM  TBOPEHUAM
4ye/I0BEYECKOro yma, HauMHana C HOBbIX N306peTeHMI U 3HAKOB, 0603HaYatOLWMX COOCTBEHHOCTb
Ha NPOAYKTbl WU YCAYrM, W 3aKaHYMBas KHUramu, ¢otorpadpmamu, KuHoduabMaMn U
MY3blKaNIbHbIMM NPOU3BEAEHUAMM.

ABTOpPCKMe NpaBa — 3TO NPaBa Ha MHTENIEKTYa/IbHYH COOCTBEHHOCTb Ha NPOM3BEAEHMA HAYKN,
NINTEpPaTypbl M UCKyccTBa. ABTOPCKME MNpaBa BbICTYNAlOT B KayecTBe rapaHTUM TOro, 4to
NHTENNEKTYaNbHbIA/TBOPUYECKUIA TPy aBTOpa He byaeT HanpacHbIM, AacT eMy cnpaBeaiuBble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOero TpyAa, Noay4YnTb U3BECTHOCTb M NPU3HAHKE.
Hukto 6e3 paspeweHMa aBTopa He MOXKeT BOCNPOU3BOAUTL €ro npousseneHue,
PacnpocCTPaHATb, Ny6AMUYHO AEMOHCTPUPOBATb, NPOAABaTb, MMMNOPTUPOBATL, MYyCKaTb B NPOKaT,
nNy6/1MYHO UCMOTHATb, NOKa3biBaTb/MCNONHATL B 3pUpe nnm pasmewatb B IHTepHeTe.
Mcnonb3oBaHMe «NUPATCKOro» MNPOrpaMMHOro obecneyeHna MOXKET MPUBECTU K MHOMMM
PUCKaM: OT MOTEPU AAHHbIX K TBOMM aKKayHTam A0 ONOKMPOBKM TBOEro YCTPOMCTBA, rae
YCTAHOBJ/IEHA He JierasibHas Nporpamma WM UCNOb3yeTcs HeNULEH3MOHHbIN KOHTEeHT. He
CTOUT TaK)Ke 3abbiBaTb, YTO CYLLECTBYET JierajibHble U 6ecnsiaTHble NpPorpammbl, KOTopble
MOXHO HaMTW B CETU, M pPecypcbl, rAe COBEPLIEHHO JerasbHO 6ecnaaTtHO MOMKHO
BOCMO/1b30BaTbCA APYrMM MHGOPMALMOHHbBIM KOHTEHTOM.



